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Foreword

" The initial rush to adopt Al coding tools was driven by a single metric: velocity.
Organizations focused on capability and immediate ROI, racing to get these
tools into developer hands to see how fast they could ship. But as Al-
generated code moves from experiment to enterprise staple, the economic
equation is changing. True productivity isn't just about how fast code is
written; it's about the total cost of ownership, including the risks of technical
debt and production outages.

This report examines that shift. Based on a survey of 500 U.S. IT engineers and
engineering leaders, it shows how organizations are balancing the speed gains
of Al-assisted development against the growing costs of review, governance,
and production risk.

What the data this report explores makes clear is where that shift is most
incomplete. The organizations in this survey that have reduced their manual
review time the most are not actually the ones with the cleanest production
records. The largest enterprises in the survey, despite having the most
resources to invest in governance, have the highest Al-caused outage rates
and the lowest automated gate adoption of any group.

The implication is straightforward: as Al increases coding velocity, the
constraint shifts to verification. Reducing development time without
automated controls to catch what manual review no longer can is not a true
productivity gain. It simply moves risk downstream, where it shows up as
technical debt, vulnerabilities, and outages.

The engineers in this survey appear to understand that. Most are reviewing Al-
generated code more carefully and have a grounded sense of its failure modes.
The bigger question is whether their organizations are building systems that
can scale that vigilance. For a significant share, the answer is still no.

Iltamar Friedman
Co-founder & CEO, Qodo
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Executive Summary

A survey of 500 U.S. IT engineers and engineering leaders, conducted by Censuswide in March 2026,
reveals a critical governance gap in the adoption of Al in the software development stack. Many
organizations have accelerated code generation faster than they have built the systems needed to
validate that output.

While 94% of developers feel confident using Al, this confidence has not translated into system stability.
Instead, 89% of organizations have experienced Al-related production incidents, and one in four has
suffered a production outage. Security vulnerabilities are the most commonly reported incident type,
followed by broken code, bugs, and outages.

The data from the survey highlights three key takeaways:

The Verification Bottleneck

Developers are absorbing the verification burden, and it is not scaling. We can now generate
code faster than we can safely ingest it. This is a throughput failure: while code volume has
exploded, the human bandwidth available to review it remains fixed. The result is a
bottleneck where 41% of developers are now spending more time on manual review than
they did before Al, effectively neutralizing the promised productivity gains.

The Confidence-Scrutiny Paradox

There is a massive disconnect between how developers feel about Al and how they interact
with it. While 94% express confidence in the tools, a record 95% have increased their
scrutiny of the output. This isn't a contradiction, it's a trust tax. Developers recognize Al's
utility but have learned that it fails in ways human colleagues don't. This 'believer-skeptic'
mindset creates a high cognitive load, where engineers are constantly on high alert for
subtle hallucinations, even while moving at high velocity.

The Enterprise Failure Rate

Counterintuitively, the largest enterprises (10k+ employees) are the most vulnerable. They
report the highest outage rates (40%) and the lowest adoption of automated gates (68%).
By prioritizing "time saved" over "automated verification," these organizations have
effectively transferred risk directly to production.
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The following findings frame the report

89% of organizations have experienced at least one Al-related production incident; 25%
have experienced a production outage caused by Al-generated code.

89% 25%

89% OF ORGANIZATIONS HAVE EXPERIENCED AT 259% HAVE EXPERIENCED A PRODUCTION OUTAGE
LEAST ONE AI-RELATED PRODUCTION INCIDENT CAUSED BY AI-GENERATED CODE

95% of developers say knowing code is Al-generated changes their review scrutiny; 94%
say they are confident in the code Al tools produce. Both figures reflect an accurate read of
what Al code does and does not guarantee.

‘95%' ‘94%’

DEVELOPERS SAY KNOWING CODE IS AI-
GENERATED CHANGES THEIR REVIEW SCRUTINY

DEVELOPERS SAY THEY ARE CONFIDENT
IN THE CODE AI TOOLS PRODUCE

The top failure modes developers anticipate in review, subtle bugs and hallucinated logic
(30%) and security vulnerabilities (23%), align directly with the incident types most
commonly reported in production.

30% 23%

REVIEW, SUBTLE BUGS AND HALLUCINATED LOGIC SECURITY VULNERABILITIES
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41% of respondents are spending more time on manual review than before Al coding tools
existed. Time savings are real for many, but the review burden has grown for a substantial
share of the engineering population.

79% of organizations have implemented automated gates that prevent Al-generated code
from being merged if it violates security, compliance, or quality policies. The 21% without
automated gates are operating with no systematic backstop beyond reviewer bandwidth.

HAVE IMPLEMENTED AUTOMATED GATES THAT WITHOUT AUTOMATED GATES ARE OPERATING WITH NO
PREVENT AI-GENERATED CODE SYSTEMATIC BACKSTOP BEYOND REVIEWER BANDWIDTH
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The Production Reality

The question of whether Al-generated code is introducing production risk at scale stopped being
hypothetical some time ago. What has been harder to establish is how consistently that risk materializes
across a broad population of enterprise organizations, not just in the incidents that reach public
attention.

The incident record

VIBE CODING IS THE FUTURE. BUT “ROLL YOUR OWN?"” THAT'S MORE COMPLICATED e JULY 2025

In July 2025, Jason Lemkin, founder of the SaaS community SaaStr, documented on social media
how Replit's Al coding service had deleted his production database despite explicit instructions
not to modify code. It also fabricated test results to conceal the problem and initially told him the
database could not be restored, before it turned out that it could. The disclosure was candid and
the blast radius was relatively contained, but the category of failure it represented has since
become routine. Al-generated and Al-assisted code can go wrong in ways that human code is less
likely to, and those failures are now surfacing at scale in enterprise production environments.

AMAZON INCIDENTS e EARLY 2026

The Amazon incidents of early 2026 were harder to contain and harder to dismiss. Amazon
convened an internal engineering review to address a series of service outages linked in part to Al-
assisted changes. SVP Dave Treadwell acknowledged in that meeting that best practices and
safeguards around Al coding tools are "not yet fully established," a striking admission from one of
the most mature and resource-intensive engineering organizations in the world. If foundational
governance questions remain unresolved at that scale, they are almost certainly unresolved at
most others.

The survey data reflects the same pattern at population scale. 89% of the 500 engineering
organizations surveyed have experienced at least one Al-related production incident. Security
vulnerabilities are the most commonly reported type, cited by 53% of respondents. Broken code
accounts for 44%, and bugs for 44%. Production outages have been experienced by 25% of
respondents. Only 11% report no incidents to date, and our bet is that share will shrink as adoption
continues to widen.
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https://www.saastr.com/vibe-coding-is-the-future-but-roll-your-own-thats-more-complicated/
https://www.ft.com/content/7cab4ec7-4712-4137-b602-119a44f771de?syn-25a6b1a6=1

AT LEAST ONE AI-RELATED PRODUCTION INCIDENT SECURITY VULNERABILITIES

BROKEN CODE ACCOUNTS BUGS

PRODUCTION OUTAGES NO INCIDENTS TO DATE

Known risks, still shipping

The incident data sits alongside a finding that sharpens it: developers know exactly what to watch for.
The top two reviewer frustrations, subtle bugs and hallucinated logic (30%) and security
vulnerabilities (23%), map directly onto the leading incident types organizations have already
encountered in production.

The gap is structural. Even with heightened developer alertness, the sheer volume of code being
generated at machine speed creates a structural bottleneck. Individual diligence cannot close a gap
that requires system level governance. The incident rates confirm that flawed code will pass review
regardless of individual effort.
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The Confidence-Scrutiny Paradox

If organizations are shipping flawed Al code at scale, it is not because developers are being careless. The
survey suggests the opposite. Developers have never been more alert, but they are paying a "Trust Tax"
to keep the system running.

Engineers believe in Al code, and still review it with
suspicion

95% of survey respondents say that knowing code is Al-generated changes how closely they review it.
Of those, 57% say their scrutiny increases significantly. 39% say they scrutinize Al-generated code more
heavily than code written by a human colleague. 45% report changing their entire review process when
Al-generated code is involved, requiring additional tests, benchmarks, or documentation before they will
approve a merge.

Now consider this alongside a second finding: 94% of those same developers say they are confident in
the code Al tools produce, and 63% describe themselves as very confident.

KNOWING CODE IS AI-GENERATED CHANGES HOW CLOSELY THEY REVIEW IT SCRUTINY INCREASES SIGNIFICANTLY

SCRUTINIZE AI-GENERATED CODE MORE HEAVILY THAN CODE WRITTEN BY A REPORT CHANGING THEIR ENTIRE REVIEW PROCESS WHEN AI-GENERATED
HUMAN COLLEAGUE CODE IS INVOLVED

CONFIDENT IN THE CODE AI TOOLS PRODUCE VERY CONFIDENT IN THE CODE AI TOOLS PRODUCE

Both figures accurately describe the same situation from different angles. Al coding assistants
accelerate output, handle boilerplate reliably, and reduce the cognitive overhead of routine
implementation, and that productivity is real. At the same time, these tools produce code that fails in
specific, hard-to-catch ways: code that looks syntactically valid and logically coherent can carry
hallucinated API references, misapplied security patterns, or context-free implementations that work in
isolation and break in production. Developers have learned, through direct experience, that both things
are true. The confidence and the scrutiny are simultaneous, accurate responses to the same tool.
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The 39% who scrutinize Al-generated code more heavily than human-written code deserve particular
attention. Human code carries its own failure risks, but its failure modes are more familiar and more
traceable. A human developer who introduces a bug typically did so for a reason: the logic of the error
can usually be reconstructed. Al-generated bugs do not always follow that pattern. A model that
hallucinated a library method or confidently implemented a deprecated security practice leaves a
different kind of trail, and reviewers have adjusted for that.

What reviewers are actually looking for

The pet peeve breakdown gives concrete shape to the scrutiny patterns. Hallucinated logic and subtle
bugs, cited by 30% of respondents, represent the most common frustration: code that passes a surface
read but fails on deeper inspection or under production conditions the model did not anticipate. Security
vulnerabilities and ignored best practices, at 23%, represent the second most common complaint and
the category with the most severe consequences when it reaches production.

The Context Vacuum

The remaining complaints form a coherent picture of a tool that is strong at syntactic correctness and
weak on context. 15% of reviewers say Al-generated code misses important business or domain context,
meaning it produces code that works in the abstract but not in the specific system it needs to inhabit.
13% cite inadequate error handling, and 10% report that Al-generated code ignores existing code
patterns, conventions, or architectural decisions that the model simply did not have access to.

. HALLUCINATED LOGIC AND SUBTLE BUGS

I SECURITY VULNERABILITIES AND IGNORED BEST PRACTICES
AI-GENERATED CODE MISSES IMPORTANT BUSINESS OR DOMAIN CONTEXT
INADEQUATE ERROR HANDLING
AI-GENERATED CODE IGNORES EXISTING CODE PATTERNS, CONVENTIONS, OR ARCHITECTURAL DECISIONS

Taken together, these findings suggest that developers have a grounded understanding of where Al-
generated code tends to fail. The problem is not that teams are misreading the risks. It is that knowing
what to look for is not the same as having a scalable system for catching it consistently.
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Why Manual Review Is Not Enough

The confidence-scrutiny data establishes that developers are doing more work to review Al-generated
code than they were before. What it leaves open is whether that additional work is sustainable, evenly
distributed across organization sizes, or sufficient to prevent the kind of incidents documented above.

The review burden is real, and unevenly distributed

Across the full survey population, the net effect of Al coding tools on manual review time is a modest
saving: respondents averaging 0.29 hours saved per week. That figure obscures as much as it reveals.

The overall average conceals a population that is 45%
42%

nearly evenly split. 45% of respondents are saving
time on manual review. 42% are spending more
time than before Al coding tools existed. 11%
report no change. The productivity gains from Al

code generation are meaningful for many
developers, but for a large share of the
. . . . . SAVING TIME ON SPENDING MORE NO CHANGE
engineering population, adoption has increased MANUAL REVIEW TIVE THAN BEFORE
the review burden rather than reduced it.

EXISTED

That burden also falls unevenly across organization sizes, and the pattern is neither linear nor intuitive.

Respondents at companies with 51 to 200 employees report the largest savings of any bracket in the
survey, with respondents averaging 1.56 hours saved per week. Organizations with 201 to 500
employees follow, with respondents averaging 1.19 hours saved per week. The largest organizations in
the survey, those with 10,001 or more employees, also report savings, with respondents averaging 1.18
hours saved per week.

The notable exception is the 501 to 1,000 employee bracket. It is the only size group in the survey where
the net effect is additional time spent, with respondents averaging 0.55 hours per week more on manual
review than before Al coding tools. This bracket sits at a structural inflection point: large enough that Al
adoption is widespread and code volume is high, but not yet at the scale where formalized review
infrastructure or automation is typically in place.
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1.56 hrs saved
1.19 hrs saved 1.18 hrs saved

-0.55 hrs extra time

51 TO 200 EMPLOYEES 201 TO 500 EMPLOYEES 501 TO 1,000 EMPLOYEES 10,001+ EMPLOYEES

REMEMBER

These time effects, whether positive or negative, tell us nothing about
incident rates. The organizations saving the most review time are not
the ones with the cleanest production records.
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The Guardrails Gap

At the velocity Al code generation requires, manual review needs a systematic backstop. 79% of
organizations surveyed have recognized this and built a third layer of quality control between code
generation and production: automated gates that prevent Al-generated code from being merged if it
violates security, compliance, or quality policies. The 21% without gates are operating with code quality
dependent entirely on reviewer bandwidth, with no systematic backstop if that bandwidth fails. Where
the gaps are largest, and what they cost, is most visible in the size-by-size breakdown.

The mega-enterprise paradox

The most striking pattern in the data involves the

o . ORGANIZATION GATE OUTAGE
largest organizations in the survey. Respondents SIZE ADOPTION RATE
at companies with 10,001 or more employees
average 1.18 hours saved per week on manual 50 EMPLOYEES
review. That kind of figure that can make Al USREL 5
adoption look like a clear operational win. What it

does not capture is the outage rate. 2L

EMPLOYEES

40% of respondents from organizations with B
10,001 or more employees report that their team EMPLOYEES
has experienced a production outage caused by

Al-generated code. That is the highest outage rate 501-1,000
of any size bracket in the survey, against a 25% EHPLOYEES
average across the full population. Only 68% of D e
those organizations have automated gates in EMPLOYEES
place, the lowest gate adoption rate of any

bracket above 50 employees. 2,501-5,000
EMPLOYEES

When review time decreases without automated
verification absorbing what manual review is no gﬁgﬁgégé%@ 82%
longer catching, the risk transfers to production.

. ' 10,001+ .
The table on the right shows gate adoption and 68%

outage rates across all eight size brackets.

The 2,501 to 5,000 employee bracket is instructive as a point of contrast. At 84% gate adoption, it has
the highest rate of any bracket in the survey. Its outage rate is 27%, in line with the overall average. High
gate adoption does not eliminate outages: security vulnerabilities remain a significant incident category
in that bracket, and automated gates do not catch everything. But the comparison to the mega-
enterprise bracket at 68% adoption and 40% outage rate suggests that gate investment meaningfully
affects the risk profile.
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The mid-market picture

Organizations with 51 to 500 employees show a relatively favorable pattern across the three dimensions
this report tracks: they are among those saving the most review time, their gate adoption rates range
from 74% to 81%, and their outage rates are the lowest of any brackets above the smallest-company tier.
The 51to 200 employee bracket has a 14% outage rate alongside 74% gate adoption. The 201 to 500
employee bracket shows a 27% outage rate with 81% gate adoption.

That combination is not evidence that mid-market organizations are insulated from Al-related incidents.
It reflects the relative control that comes with meaningful gate adoption at a code volume that is still
manageable. The pattern holds up to the point where scale begins to outrun the infrastructure
supporting it.

The 501 to 1,000 employee bracket is where that dynamic first becomes visible. This is the only size
group spending more review time rather than less. Its gate adoption rate of 80% is roughly comparable
to adjacent brackets. Its outage rate of 24% is below the overall average. But the additional review
burden this group is carrying is a leading indicator worth tracking: it is the bracket where pressure on
human review capacity is most visible, and where the structural case for automated verification is most
acute. If the time cost is already appearing in the data, the incident cost may follow.

An Honest Accounting

The survey data draws a clear line between what organization-wide Al adoption has accomplished and
where it has fallen short. On the developer side, individuals have adapted: 95% of engineers are
reviewing Al-generated code with heightened scrutiny, and most have a clear-eyed view of what it tends
to get wrong. On the organizational side, the infrastructure has not kept pace: 89% of organizations have
experienced a production incident, and 25% have experienced a production outage.

The data describes a gap between the rate at which Al coding tools have been adopted and the rate at
which governance infrastructure around them has matured. That gap appears in the 21% of organizations
without automated gates. It appears in the mega-enterprise outage rate that is the highest in the survey,
despite those organizations saving review time. It appears in the 41% of developers spending more time
on manual review than before, absorbing a burden that automation is better positioned to carry.

The path forward requires investment in the third layer of the quality
stack: automated verification that operates at the speed and scale that
Al code generation requires. The organizations that have made that
investment are not immune to incidents, but the data makes clear they
are better positioned than those that have not.
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Methodology

This research was conducted by Censuswide, among a sample of 500 U.S. IT engineering leadership
titles, engineers, and developers in organizations of varying sizes. Data was collected between March 3
and March 6, 2026. Censuswide is a member of the Market Research Society (MRS) and the British
Polling Council (BPC), and a signatory of the Global Data Quality Pledge. All research is conducted in
accordance with the MRS Code of Conduct and ESOMAR principles.

About Qodo

Qodo is an Al code review and quality platform built to turn today’s high-velocity code generation into
high-quality software, serving as trust and governance infrastructure for enterprise engineering teams.
Qodo provides advanced context engineering and a multi-agent review system that draws on full-
repository signals (including codebase history and prior PR decisions) to deliver more accurate,
explainable, and actionable feedback while reducing noise and enforcing organization-specific
standards.

Founded in 2022, Qodo has raised $120 million, backed by Maor Ventures, Phoenix Venture Capital,
Qumra Capital, S Ventures, Square Peg, Susa Ventures, TLV Partners, Vine Ventures, and angel investors
including executives from OpenAl, Meta, Shopify, and Snyk.

@quO @2026 QODO ALL RIGHTS RESERVED THE AI CODING PARADOX 15




